Discrete Log Algorithms

The Index Calculus
Say we want to compute discrete logs relative to a primitive root for a prime that's not too large.

r:=random(10A5); p:=nextprime(r())

proc random() ... end

93281

alpha:=numlib: :primroot(p)

3

for j from 15 to 2000 do
t:=powermod(3,Jj,p):
if max(numlib::primedivisors(t)) < 100 then
print(j,t, ifactor(t)) end_if;
end_for
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This is enough to compute discrete logs of some small numbers.
For example, 233=2*L(5)+L(7), 342=L(5)+L(2), 661=3*L(29), and 1972=4*L(5)+L(89)
(all mod p-1 =93280). So L(29) must be 3*661 or:

_mod(powermod(3,-1,p-1)*661,p-1)



62407

Check:
powermod(3,%,p)

29

Then since 1458 = 2*L(29) + L(97), L(97) is:
_mod(1458-2%62407 ,p-1)

63204

Check:
powermod(3,%,p)
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Baby Step, Giant Step Method

This time we first find N for the "giant steps".
N:=ceil(sqrt(p-1))
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Say we want to find L(1374).
b:=1374

1374

firstlist := matrix(1,N):
firstlist[1l,1]:=1:
for j from 2 to N do
firstlist[1l, j] := _mod(firstlist[1l, j-11%*3, p):
end_for

78244

Now we compare b*alpha™* with the numbers in the first list and look for a match.
t:=b:
c:=powermod(alpha, -N, p):
for k from 0 to N-1 do
for j from 1 to N do
if t = firstlist[1,j] then print(N*k+j-1); break; break;
end_if; end_for;
t:=_mod(t*c, p):
end_for:

52943

Let's check:

. 1717 -7 .1 FONAD N



powermod(alpha, 52943, p)

1374

It works!



